MAMATKA
ONSA OBYYAKOLMXCA OB MHOOPMALIMOHHOW BE30MACHOCTW OETEN

HENb3A

1. Bcem nogpsag coobuwaTb CBOK YacTHy MHGOpMauMio (Hactoswue ums, hamunuio,
TenegoH, agpec, HoOMep LIKOSbI, a Takke doTorpadumn cBOU, CBOEN CEMbMU U ApY3en);

2. OTKpbIBaTb BrOXEHHbIE (hansibl 3NEKTPOHHOM MNOYThI, KOrga He 3Haellb OTNpaBuUTENS;

3. IpybuTb, NnpManpaTbCcs, okasbiBaTb AaBEHME - BECTM CEOSA HEBEXITMBO U arpeCcCuBHO;

4. He pacnopsancss OeHbramm TBOEW cembn 6e3 paspelleHnsa cTapuux - Bcerga
cnpawuBan poguTteneu;

5. He BcTpevancsa ¢ WHTepHeT-3HakOMbIMWU B peanbHOW XW3HW - MOCOBETYMUCHA CO
B3POCIbIM, KOTOPOMY AOBEPSIELLb.

OCTOPOXHO

1. He Bce nuwyT npaBay. Yutaewb o cebe HenpaBny B VIHTepHeTe - coobwm o6 aTom
CBOVIM pOAUTENAM UMK OMeKyHawm;

2. MNpurnawatoT nepenncbiBaTbCs, Urpatb, 0OMEHNBATLCS - NPOBEPb, HET NN NOABOXA;

3. HesakoHHoOe konvpoBaHue annos B IHTepHeTe - BOPOBCTBO;

4. Bcerga pacckasbiBan B3pocCibiM O Npobrnemax B CETU - OHU BCeraa noMoryT;

5. Wcnonb3yn HacTporikm ©e30nacHOCTM W MNPMBATHOCTM, 4YTOObI HE MNOTEepsiTb CBOWU
aKKayHTbl B COLICETAX U APYrnX nopTanax.

MOXHO

1. YBaxan apyrux nonb3oBartenen;

2. Nonbk3yelwbcs MHTEPHET-UCTOYHUKOM - ienai CChIfIKy Ha Hero;

3. OTKpbIBal TONMbKO TE CCbIfKK, B KOTOPbIX YBEPEH;

4. ObwaTtbCca 3a NOMOLbIO B3POCMbLIM - POAUTENU, ONEKYHbl U aAMUHUCTPALUSA CaNTOB
Bcerga nomoryT;

5. Npongn obydeHne Ha canTe "CeTeBUYOK" 1 NOMy4M NacnopT UMdpPOBOro rpaxkgaHuHal



NHOOPMALUMOHHAA NMAMATKA
AnA OBYHAKOLWWXCA AnA PASMELWEHWA

HA OPVLUNATBHBIX MHTEPHET-PECYPCAX

C kaxgblM rogoM MOMOAEXU B MHTEPHETE CTaHOBUTbCH Oonblue, a LWKOMbHWKA O4HU U3
camblX aKTMBHbIX nonb3oBaTenen PyHeta. Mexay Tem, MOMMMO OrpoOMHOro Konmyectsa
BO3MOXHOCTEW, WHTEpHeT HeceT M npobnembl. 3Ta NamdaTka [OSbKHa nomouvb Tebe
0e3onacHoO HaxoAUTbLCH B CETWU.

KomMnbloTepHble BUPYChI

KoMnblOTEpPHLIN BUPYC - 3TO Pa3HOBUAHOCTb KOMMbLIOTEPHbLIX MPOrpamm, OTSIMYUTESbHON
0OCOBEHHOCTBLIO KOTOPOWN SBNSAETCHA CNOCOBHOCTb K pasMHOXEHUI0. B gononHeHne Kk aTomy,
BUPYCbl MOryT MOBPEAUTb WM  MNOJSIHOCTBK YHUYTOXUTbL BCe ansibl U [aHHble,
MOAKOHTPOSbHbIE MOMb30BaTEND, OT WMEHW KOToporo Obina 3anylieHa 3apakeHHasd
nporpaMmma, a Takke NoBpeauTb UMK aXe YHUYTOXUTb ONepaumoHHY0 CUCTEMY CO BCEMU
gannamm B uenom. B 60nbLIMHCTBE CnydYaeB pacnpoCTPaHSATCHA BUPYCbl Yepes MHTEPHET.
MeToab! 3aWnTbl OT BPEAOHOCHbIX MPOrpaMm:

1. Vcnonb3yin COBpPEMEHHbIE OnepauuoHHbIE CUCTEMbI, UMEKLLME CEepPbe3HbI YPOBEHb
3aWMThbl OT BPEAOHOCHbIX NPOrpamm;

2. [locTosiHHO YycTaHaBnuBan nadtn (UMdpoBbIE 3annaTkM, KOTOpble aBTOMAaTUYECKM
yCTaHaBMMBalTCA C LUenbio [opaboTkM nporpammbl) M Apyrme OOHOBNEHWA CBOEN
onepauuoHHon cuctembl. CkaumBanm X TONbKO C odpuumanbHoro canta paspabotyumka OC.
Ecnu cywecTByeT pexvm aBTOMaTtuyeckoro 0OHOBNEHUS, BKITHOYN €rO;

3. PaboTtan Ha cBOeM KOMMblOTepe nof npasamMu Nonb3oBaTend, a He agMuHUCTpaTopa.
OTO He No3BONUT BOMBLIMHCTBY BPEOOHOCHBIX MPOrpamMM MHCTaNMpoBaTbCsl HA TBOEM
nepcoHanbHOM KOMMbIOTEPE;

4. Ncnonb3yn aHTUBMPYCHbIE NPOrpaMMHblE MNPOAYKTbl M3BECTHbLIX MNPOW3BOAUTENEN, C
aBToMaTn4eckum obHoBreHnem 6as;

5. OrpaHnyb punanyecknin JOCTyN K KOMNbIOTEPY AN MOCTOPOHHUX AL,

6. Vicnonb3yn BHewWHWe HocuTenu uHopmauumn, Takme Kak dpriewka, AUcK unm gann ua
WHTEPHeTa, TONbKO N3 NPOBEPEHHBLIX NCTOYHUKOB;

7. He oTkpbIiBan KOMMblOTEPHbIE ddanrnbl, NONYyYEHHbIE N3 HEHAOEXHbIX NCTOYHUKOB. [axe
Te dannbl, KOTOpble Npucnan TBOW 3HAKOMbIW. Jlydlle yTOYHM Yy Hero, OTnpaBnsin fnn OH
Tebe ux.

Cetnn WI-FI

Wi-Fi - 3T0 He B1A nepefaym gaHHbIX, HE TEXHOMNOrMMS, a Bcero nuub 6peHa, mapka. Euwe B
1991 rogy HuaepnaHackas komnaHusa 3apeructpuposana 6peHg "WECA", uto ob6o3Hayano
cnosocoyeTaHune "WirelessFidelity", koTopbii nepesoanTcs kak "6ecnpoBogHas TOMHOCTL".

[o Hawero BpemeHun powrna Jpyrasas abbpesuaTypa, KOTOpas SBMSETCA TakoW Xe
TexHonorven. 9710 abbpesuatypa "Wi-Fi". Takoe Ha3BaHme ObinO AaHO C HaMEKOM Ha
cTaHgapT BbicLlen 3ByKoBoM TexHUKM Hi-Fi, 4To B nepeBoae o3HavaeT "BbICOKas TOYHOCTL".
[a, 6ecnnaTtHbIi UHTEPHET-AOCTYN B Kade, OTensax M asponopTax SBASETCA OTIMYHOWN
BO3MOXXHOCTbIO BbIXOo4a B MHTEPHET. Ho MHOrne akcnepTbl CHYMTAKOT, YTO 0OLWenoCTyNHbIe
Wi-Fi ceTn He siBngatoTca 6e3onacHbiMU.

CoBeTbl N0 6e3onacHocTn paboTbl B 06LWenocTynHbix cetax Wi-fi:



1. He nepegasan cBOO NUYHYI0 MHopMauuo Yepes obwenoctynHele Wi-Fi cetn. PaboTas
B HUX, XXenaTenbHO He BBOAUTb Naposnn AOCTYNa, JIOrMHbl U Kakne-To Homepa;

2. Ucnonb3yn n oBGHOBNSM aHTMBMPYCHblE MporpaMmmbl U GpaHamayep. Tem cambiM Thbl
oGe3onacub cebs OT 3akadkm BUpyca Ha TBOE YCTPOUCTBO;

3. Mpwn ncnonssosanun Wi-Fi otkntoum yHkumio "O6Lwmin gocTyn K channam n npuHTepam”.
[aHHasa PyHKUMA 3aKpbiTa NO YMOSYaHUIO, O4HAKO HEKOTOPbIE MOMb30BaTENWN aKTUBUPYIOT
ee ons ynobcTtea ncnonb3oBaHus B pabote nnm yyete;

4. He ucnonb3yn nyonuynbii WI-FI gna nepegaym nuyHbIX aHHbIX, HANpMMep Ans Bbixo4a
B coLMarnbHble CETU UNN B SNEKTPOHHYIO NOYTY;

5. Ncnonb3yn TONMbKO 3awuuweHHoe coeauHeHue deped HTTPS, a He HTTP, T.e. npwu
Habope Beb-agpeca BBoaM MMeHHo "https://";

6. B mobunbHoM TenedoHe oTknoumn dyHkumto "lMogkntoyenne k Wi-Fi aBTomatnyeckun”. He
Aonyckan aBToMaTU4eCcKoro noakniodeHnsa ycrponctea k cetam Wi-Fi 6e3 TBoero cornacus.
CouuanbHble ceTn

CoumanbHble CeTU aKTUBHO BXOLAT B HaLy XU3Hb, MHOrMe ntoan paboTalT M XUBYT Tam
NOCTOSIHHO, @ B Facebook yxe 3apernctpupoBaH Munnuapg 4YenoBekK, YTO ABNSeTCs O4HON
ceabMou Bcex xutenen nnaHetbl. MHOrne nonb3oBaTtenu He NOHUMALOT, YTO MHopMaLms,
pasMeLleHHass UMW B cOUManbHbIX CETSX, MOXET ObiTb HangeHa M MCNoSfib3oBaHa KeEM
YyrogHo, B TOM 4Mcre He 0b6s13aTenbHO ¢ 6narmmm HamepeHnsiMu.

OcHoBHble coBeTbl N0 6€30MacHOCTM B COLMArbHbIX CETSX:

1. OrpaHuyb cnucok apysen. Y 1ebsa B Apy3bsiX HE AOMKHO ObITb CryYyarHbIX N HE3HAKOMbIX
nogen;

2. 3awmilan cBOK YacTHYHO XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, AaTy TBoero
POXOEHUS U APYIYH NIUYHY0 MHOPMaLMIO. 3rOYMbILLNIEHHUKNU MOTYT UCNOSb30BaTh Aaxe
NHOPMaLMIO O TOM, Kak Tbl 1 TBOM POAUTENM NNAHUPyeTE NPOBECTU KAHUKYIbI;

3. Bawmwan cBOK penyTauuio - AepXu ee B YNCTOTe M 3adaBan cebe Bonpoc: XoTen Obl
Tbl, YTOObLI Apyrne nosfib3oBaTtenu BuAenun, YTo Thl 3arpyxaewbs? [Mogyman, npexne yem
YTO-TO OnNybriMkoBaTb, HANUCaTb U 3arpy3unThb;

4. Ecnn Tbl FOBOPULLbL C NMIOAbMU, KOTOPbIX HE 3HAELLb, HE UCMNOSb3YM CBOE pearibHoe UMS n
APYryto NUYHYO MHOPMaLUK: UMSA, MECTO XUTENbCTBA, MECTO Yy4ebbl U NpoYee;

5. N3beran pasmelueHna cotorpadun B VIHTEpHeTE, rae Tbl n3obpakeH Ha MeCTHOCTU, No
KOTOPOM MOXHO OnpeaenuTb TBOE MECTOMOSIOXKEHNE;

6. MNpn perncrtpaumm B coumanbHON ceTu HeobXOo4MMO WMCMONb30BaTb CIIOXHbIE Maposu,
cocrosime u3 6yks 1 UMGP U C KONNYECTBOM 3HAKOB HE MeHee 8;

7. Ana coumanbHOW CeTu, MOYTbl U APYrMX CanToB HeOoBXOoOAMMO WCMONb30BaThb pasHble
naponu. Torga ecnu Tebst B3NOMAalOT, TO 3MOYMbILUMAEHHUKA MNofnyyaT LOCTYN TOMbKO K
OLHOMY MECTY, a He BO BCe cpasy.

ONEKTPOHHbIE OEHbLIN

OnEeKTPOHHbIE OeHbMM - 3TO O4YeHb YAOOHLIN crnocob nnatexen, OOHAKO CyLLECTBYHOT
MOLLUEHHUKKN, KOTOPbIE XOTAT NOSTYYUTb 3TN AEHbIN.

ONEKTPOHHbIE AEeHbMM MNOABUIINCL COBCEM HEAaBHO M MMEHHO M3-3a 9TOr0 BO MHOMMX
rocygapcTtaax 4o CUMX Nop He NpornmncaHo Npo HUX B 3aKOHaX.

B Poccum e oHM OYHKUMOHMPYIOT 1 O HUX Y>Ke MPONMCaHo B 3aKOHe, rae Ux pasgenstoT Ha
HECKOJSTbKO BUOOB - aHOHUMHbIE U HE aHOHMMHbIE. PasHuua B TOM, YTO aHOHMMHbIE - 3TO Te,



B KOTOpbIX paspeluaeTcd npoBoauTb onepaunn 6e3 naeHtudukauum nonb3oBaTtens, a B
HEeaHOHUMHbIX NOeHTUdUKaLMA NoNb3oBaTeNs ABNAETCA 00s13aTeNbHOMN.

Takke cnegyet pasnuyatb SNEKTPOHHble uaTHble AeHbrM (paBHbI FOCYAAPCTBEHHbIM
BasntoTaM) M ANEKTPOHHbIE He(UaTHbIE AEHbIMN (HE paBHbl rOCY4apCTBEHHbLIM BantoTam).
OcHoBHble coBeTbl Mo 6e3onacHon paboTe ¢ 3NEeKTPOHHbIMU AeHbramu:

1. MNpuBskn K cHeTy MOBUNbHBIN TenedoH. ATO cambll YOOOHbLIN U ObICTPLIA CNOCO6
BOCCTaHOBMUTb JOCTYynN K cyeTy. [puBs3aHHbIn TeneoH NOMOXeT, ecnu 3abyaellb CBOW
nnaTeXxHbIW Naposib Ny 3anjellb Ha canT C HE3HAKOMOro YCTPOMUCTBA;

2. Vicnonb3yn ogHopasoBble naponu. llocne nepexoda Ha yCUNEHHY aBTopu3aunto Tebe
yXe He ByaeT yrpoXxaTb ONacHOCTb KpaXku UIu nepexsara niaTexHoro napons;

3. Bbibepu cnoxHeii naponb. NpectynHukam GygeTt He NMpOCTO yragaTth CrOXHbIN Naponb.
HagexHble naponu - 370 Naponu, KoTopble cogepaT He MeHee 8 3HaKOB M BKOYAOT B
cebsi CTpOYHble U NPOMUCHbIE OYKBbI, UMGPbI U HECKONbKO CUMBOSIOB, TakMe Kak 3Hak
aonnapa, dyHTa, BocknuuaTtenbHbii 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOOM CBOM NNYHbIE OaHHbIE HA CanTax, KOTOPbIM HE AOBepsieLlb.

OneKTpoHHasa noyTa

ONEeKTPOHHAdA no4Tta - 3TO0 TEXHONOrMsa U NpegocTaBnsemMble el yCrnyrn rno nepecbinke u
MOMYYEHUIO ANEKTPOHHbIX COOBLLIEHMI, KOTOPbIE pacnpedensoTCa B KOMMbIOTEPHOM CeTW.
OObIYHO  9NEKTPOHHbIM  MOYTOBBIA  AWMK  BbIMSAAT  cnegylowmm  obpasom:
UMs_nonb3oBaTena@uma_aomMeHa. Takke Kpome nepegadnm npocToro TekcTa, MMeeTcs
BO3MOXHOCTb nepeaaBsaTtb paunsbl.

OcHoBHble coBeTbl Mo 6e3onacHon paboTe ¢ 3NEeKTPOHHOW NOYTOMN:

1. Hago BbiGpaTb NpaBurbHbIA MOYTOBLIN cepBUC. B MHTEpHETEe ecTb OrpOMHbIN BbIOGOP
BGecnnaTHbIX MOYTOBLIX CEPBUCOB, OOHAKO Iyyle [OBepsTb TeM, KOro 3Haelb W KTO
nepBbl B PENUTUHrE;

2. He ykasbiBal B NUYHOW Mo4YTE NUYHYO WHopmaumo. Hanpumep, nydwe BbibpaTb
"My3blkanbHbIN_daHaT@" unu "pok2013" BmecTo "Temal3";

3. Vicnonb3yn aByxaTanHyo aBTopmusauunio. ITo Korga noMMMo Naposs HYXKHO BBOAUTL Koz,
npucbinaemoii no SMS;

4. Bblbepn cnoxHbin naponb. Ona Kaxgoro MNOYTOBOrO SlMKA OOMKEH ObiTb CBOWM
HaOeXHbIN, YCTOMYUBbLIV K B3rIOMY Maporib;

5. Ecnn ecTb BO3MOXHOCTb Hanucatb CamMOMy CBOW JIMYHbLIA BOMPOC, WUCMOSb3yh 3Ty
BO3MOXHOCTb;

6. Wcnonb3ynm HECKONbKO MOYTOBLIX AWMKOB. [lepBbin ONA 4YacTHOW Mepernuckn c
agpecatamu, KOTOpbIM Tbl JoBepseLlb. OTO 3MEKTPOHHbLIN aApec He Haao MCMNonb30BaTb
npu perucTpauumn Ha popymax u camTax;

7. He oTkpbIBan hansibl 1 gpyrue BRoXeHUs B NMCbMax, Aaxe eCcriv OHU MPULLAnN OT TBOUX
Apysen. Jlyyle yTouHM y HUX, OTNpaBnanu nu oHn tebe atn hannel;

8. Nocne okoH4yaHWst paboTbl Ha NOYTOBOM CepBUCE Nepep 3akpblTUeM BKNagky ¢ canTom
He 3abyab HaxaTtb Ha "BbiTun".

KnbepbynnuHr nnm BupTyanbHoe n3geBaTenbCTBo

KnubepbynnuHr - npecnegoBaHne cooOLeHnsaMmM, cogepxalimmm ockopbneHuns, arpeccuio,
3anyrmBaHue; XynuraHcTBO; couuanbHoe O0MKOTUPOBaHME C MOMOLbLIO  PasfNYHbIX
NHTEPHET-CEePBUCOB.



OcHoBHble coBeTbl Mo 6opbbe ¢ knbepbynnmHrom:

1. He 6pocancs B 6ou. Jlydwmn cnocob: nocoBeToBaTbCs Kak cebsa BeCTn 1, ecnu HeT Toro,
K KOMy MOXHO 0bOpaTtuTbCs, TO BHayane ycrnokouTbCA. Ecnm Tbl HayHewb oOTBevaTb
OoCKopOneHnsamMmn Ha ockopbrieHns1, TO TONMbKO elle Gonblue pasoxKeLllb KOH(IWUKT;

2. Ynpasnan ceoen knbeppenyTtauunen;

3. AHOHUMHOCTb B ceTu MHumasd. CylecTBYOT CNOCOObl BbISCHUTb, KTO CTOUT 3a
@HOHMMHbIM aKKayHTOM;

4. He ctouT BECTU XynUraHcKuin obpas BUPTyanbHOM XWU3HW. VIHTEepHeT dukcupyeT Bce
TBOW JENCTBUSA U COXPAHSET UX. YOanuTb ux byaet kpanHe 3aTpyaHUTENbHO;

5. Cobntogan cBo BMPTYanbHYH YeCTb CMOSIOAY;

6. WrHopupyn eamHnyHbii HeratmB. OgHopasoBble OCKOpPOUTENbHbIE COOOLLEHMS nydlle
nrHopmposaTtb. OObIYHO arpeccusi NpeKkpaLwaeTca Ha HavanbHOW CTaauu;

7. BaH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMU COOBLUEHUSIMU, B COLManbHbIX
CeTAX eCTb BO3MOXHOCTb BOKMPOBKM OTNPaBKX COOBLLEHWI C onpeaeneHHbIX agpecos;

8. Ecnu Tbl cBugetenb knbepbynnuHra. TBOM OENCTBUSA:  BbICTYNUTb  MPOTMB
npecrnegoBartens, nokasaTb emy, YTO ero 4eNCTBUS OLEeHUBaKTCS HeraTMBHO, NoaaepaTb
XepTBY, KOTOPOW HYXHa MCUXONOrnyeckas MOMOLb, COOOWUTL B3POCMbIM O QakTe
arpeccyBHOIO NOBEAEHUS B CETU.

MobunbHbIN TenedoH

CoBpemMeHHble cMapTdOHbl WM nNnaHweTbl cogepxat B cebe BnomHe B3POCHbIN
YHKUMOHAN, N Tenepb OHU MOTYT KOHKYpUpOBaTb CO CTaLWOHAPHbIMU KOMMbIOTEPAMM.
OpHako, cpeacTB 3almThl ANs NogoBHbIX YCTPOWCTB NOKa OYeHb Mano. TeCcTUpoBaHue U
NMOUCK YA3BMMOCTEN B HUX MPOUCXOOUT He TakK UHTEeHCMBHO, Kak anga [K, 1o xe camoe
KacaeTcsi U MOBUIbHbLIX NPUNOXEHUN.

CoBpeMeHHble MOBUMbHbIE Bpay3epbl yXXe NPakTUYECKU AOrHanu HacTofbHblE aHarnorw,
OAHaKO pacwmpeHne dyHKUMOHana BrieyeT 3a cobor GOoNbLUYH CMOXHOCTb U MEHbLUYHO
3aWMLLEHHOCTb.

[aneko He Bce Npou3BOAMTENW BbIMNyCKalOT OOHOBMEHUS, 3aKpblBaloLWMe KpUTUYecKkue
YSI3BUMOCTM NS CBOMX YCTPOWCTB.

OcHoBHble coBeTbl Ana 6e3onacHOCTN MobunbHOro TenedoHa:

Hunuyero He saBnsieTcss no-Hactoswemy GecnnaTHbiM. byab ocTopoxeH, Beab korga tebe
npegnaratoT 6ecnnaTtHbI KOHTEHT, B HEM MOTYT ObITb CKPbITbl KaKMe-TO NaTHbIE YCNYIu;
Adyman, npexae 4em otnpaButb SMS, oTo unu Bnaeo. Tebl TOYHO 3Haellb, rae oHu byayT
B KOHEYHOM uTOre?

Heobxoanmo o6HOBNSATL ONepaLMOHHY0 CUCTEMY TBOEro CMapT(OHa;

Mcnonb3yn aHTUBMPYCHbIE NporpamMmMbl Ansi MOBUNbHBLIX TenedoHOB;

He 3arpyxxan npunoxeHusi OT HEU3BECTHOIO WCTOYHMKA, BeAb OHW MOTyT COAEepXaTb
Bpe4OHOCHOE nNporpaMmmHoe obecneyeHue;

[Mocne Toro kak Tbl BblMAeWb C cauvTa, rae BBOAWN NUYHYKO MHGOpPMauuilo, 3anau B
HacTpourku Bpaysepa u yganm cookies;

lMeprnoguyeckn npoBepsAn, Kakme nnaTHble yCrnyrn akTuBMpOBaHbl HA TBOEM HOMEPE;

[aBan cBon HOMep MOOWMbHOrO TenedoHa TOMbKO MNOAAM, KOTOPbIX Thbl 3HAELLb U KOMY
AoBepseLLb;



Bluetooth pomkeH ObITb BbIKMOYEH, KOrga Thl UM He nonb3yelwbes. He 3abbiBan nHoraa
NpoBepATb 3TO.

Online urpsbl

CoBpeMEHHbIE  OHMaMH-Urpbl - 3TO KpacOYHble, 3axBaTbiBalOLMe pasBreYvYeHus,
006beauHALWME COTHU ThICAY YenoBek no BcemMy mupy. Urpoku nccnedyrtoT OaHHbIA UM
Mup, obLialTcsa Opyr C OpYroM, BbIMOMHAKT 3a4aHusi, CpaXalTCcsad C MOHCTpamMu W
nony4aroT onbIT. 3a yOOBOMNBbCTBME OHM MAATAT: NOKYNalT AUCK, onnaymBaloT aboHEMEHT
NNn NpMobpeTarT Kakme-To onuuu.

Bce ot cpeactBa wmayT Ha nogdepxaHue W pasBUTUE UMPbl, a Takke Ha camy
6e30nacHOCTb: COBEPLUEHCTBYIOTCA CUCTEMbl aBTOpPM3aLMK, BbIMyCKAOTCA HOBblE MaTyu
(undppoBble 3annaTky 4ns nporpamMm), 3aKpbliBalOTCH YA3BMMOCTU CEPBEPOB.

B nogobHbIX urpax cTomMT onacaTbCA HE CTONIbKO CBOMX COMEPHMKOB, CKOSIbKO KpaXkn TBOEro
naponsi, Ha KOTOPOM OCHOBaHa cucTeMa aBTopmsaunm 60nbLUINHCTBA Urp.

OcHOBHbIe coBeTbl N0 6e30nacHOCTM TBOEro MIPOBOroO akkayHTa:

1. Ecnn gpyron urpok Beget cebsa nnoxo nnu cosgaet Tebe HeNnpuATHOCTK, 3abrIoKnpyn ero
B CMUCKE UIPOKOB;

2. MNoxanyncs agMMHUCTpaTopaM Urpbl Ha MOXoe NoBeAeHWe 3TOro Urpoka, KenaTenbHO
NPUMNOXNTb Kakne-TO AoKa3aTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBan nNnMYHyo nHopmaumio B npodansie urpbl;

4. YBaxawn gpyrux y4acTHUKOB MO Urpe;

5. He yctaHaBnvBan HeodmumanbHble NaTyn 1 Moabl;

6. Vicnonb3yn cnoXxHble 1 pasHble naponu;

7. Jaxe BO BpeMsi Urpbl He CTOUT OTKMYaTb aHTuBupyc. loka Tbl urpaelb, TBOW
KOMMNbIOTEP MOrYT 3apasunThb.

PULMHT UK Kpaxka NUYHBIX OaHHbIX

OOGbI4HOM Kpaxen OeHer N JOKYMEHTOB CErOAHSA YXXe HUKOro He yaAuBWLLb, HO C pasBUTUEM
NHTEPHET-TEXHOSOMMIA 3MOYMBILUSIEHHUKN MEPEMECTUNINCL B WHTEPHET, U NpPOLOSKatoT
3aHMMaTbcs "nodumMbiM" Aenom.

Tak nosiBuNacb HoBasi yrposa: WHTEPHET-MOLUEHHMYECTBA WNU ULLMHI, [MaBHasa LUenb
KOTOPOro COCTOUT B MOSyYEHUN KOHUAEHUMAmNbHbIX AaHHbIX NOfb3oBaTenen - nornmHoB U
naponen. Ha aHrnuickom a3bike phishing untaetca kak duwuHr (ot fishing - pbibHas
nosns, password - naporb).

OcHoBHble coBeTbl Mo 6opbbe ¢ PULLIMHIOM:

1. Cnegm 3a cBOMM akkayHTOM. Ecnu Tl nogo3peBaellb, YTO TBOSI aHKeTa bbina B3nomaHa,
TO Heobxoanmo 3abrnoknpoBaTb ee 1 coobLWUTL agMUHUCTpPaTopam pecypca 06 3TOM Kak
MOXHO CKOpeE€;

2. Wcnonb3yn 6e3onacHble Beb-canTbl, B TOM 4YUCHE, MHTEPHET-MarasmHoOB M MOUCKOBbIX
cucTewm;

3. Ncnonb3yn croxHble U pasHble naponu. Takum obpasom, ecrnv Tebsa B3nomaroT, TO
3MTOYMbILLIIEHHUKM MorydaT OOCTYN TOMNbKO K OQHOMY TBOEMY Mpodusio B CETU, a He KO
BCEM;

4. Ecnu 1ebs B3nomanun, To HeobxooMMO NpeaynpeanTb BCEX CBOUX 3HAKOMbIX, KOTOpPbIE
pobaeneHbl y Tebst B Apy3bsix, O TOM, YTO Tebs B3nomanu U, BO3MOXHO, OT TBOEro UMEHU
ByaeT paccbinatbCs crnam U CCbIfNKM Ha OULLIMHIOBbIE CanThl;



5. YcTtaHoBu HagexHbIn naposb (PIN) Ha MobunbHbIN TenedoH;

6. OTknouM coxpaHeHue napons B 6paysepe;

7. He oTKkpbIBan hansibl 1 gpyrue BAoXeHUs B NMCbMax, Aaxe eCcriv OHU MPULLAN OT TBOUX
Apysen. Jlyye yTouHM y HUX, OTNpaBnsanu nu oHn tebe atn cannel.

Lindposas penytauus

LincppoBasa penytaums - 370 HeraTMBHas UnvM MO3UTUBHAs MHGOpmauus B cetn o Tebe.
KomnpomeTupyowas uHpopmauus, pasMelleHHas B WHTEpPHETEe, MOXET Cepbe3HbIM
obpa3om OTpas3anTbCsa Ha TBOeW peanbHOW >xu3HW. "Lincpposasa penytaums" - 310 TBOWM
UMUK, KOTOPbIN hopMmupyeTcs n3 MHpopmaumm o Tebe B MHTEPHETE.

TBOE MecCTO XuTenbCTBa, y4ebbl, TBOE (PUHAHCOBOE NOSOXEHUE, OCOBEHHOCTN XapakTepa
N pacckasbl 0 6rIM3KUX - BCe 3TO HaKanMBaeTCs B CETU.

MHoOrve nOApPOCTKM NErKOMbICIIEHHO OTHOCATCA K Mybnukaumm nuyHOW WMHopmaunn B
NHTepHeTe, He NOHMMasa BO3MOXHbIX MOCNeACcTBUN. Thl AaXe He CMOXellb JoragaTbCHa O
TOM, 4YTO poTorpadus, pasmellleHHas 5 neT Hasag, ctana NpUYNHON oTKasa NpPUHATbL Tebs
Ha paborTy.

KoMmmeHTapuu, pasmelleHne TBoux dpotorpadpun n apyrme AencTBust MOryT HE UCYE3HYTb
Aaxe nocre Toro, Kak Tbl UX yAanuvub. Tbl HE 3Haelb, KTO COXpaHUn 3Ty MHopMaLmio,
nonarna fnm oHa B MOMCKOBbIE CUCTEMbI U COXPaHWUNAach N OHa, a rMaBHOe: YTO NogyMaroT O
Tebe oKpyxatolime noan, KoTopble HangyT U yBUAAT 3T0. Hantm nHdopmauuio MHOro net
CMycTa CMOXeT mntobon - Kak u3 Jobpbix NOOYXAEHWWA, Tak U1 C HAMEPEHNEM MPUYMHUTD
Bped. OTO MOXET ObITb KTO YrogHO.

OcCHOBHbIe cOBETbI MO 3aLnTe LMpoBON penyTaumm:

1. Mopyman, npexpe 4em 4YTO-TO NybnvkoBaTb W nepepgasBaTtb y cebs B 6Grore wvnu B
couuanbHoOn ceTu;

2. B HacTtporkax npocuns yCTaHOBU OrpaHUYEeHUs Ha MPOCMOTP TBOEro npodung u ero
CoOepXXMMoro, caenan ero Tornbko "ansg apysen”;

3. He pa3mellan 1 He ykasbiBa MHOPMaLMIO, KOTopas MOXET KOro-nnmbo ockopbnsaTb unm
obwmxartb.

ABTOpCKOE NpaBo

CoBpeMeHHble LUKOSbHUKM - akTUBHbIE MoNib3oBaTenu uMdpoBoro npoctpaHcTea. OgHako
Aaneko He BCe 3HalT, YTO MOMb30BaHWE MHOMMMU BO3MOXHOCTSIMU LMGPOBOro Mupa
TpebyeT cobnogeHnsa npaB Ha MHTENNEeKTyanbHy0 COBCTBEHHOCTb.

TepMuH "MHTeNnekTyanbHas COOCTBEHHOCTb" OTHOCUTCS K pPasfMyHbiM  TBOPEHUSAM
YenoBeYecKoro ymMa, HauMHasi C HOBbIX W306peTeHMrn U 3HakoB, 0OO3Ha4aroLUX
COBCTBEHHOCTb Ha nNpoAyKTbl M YCNyru, W 3akaHumBas KHuramu, doTorpausamu,
KMHObUNbMaMn 1 My3blkanbHbIMU NPOU3BEAEHNAMMN.

ABTOpCKME MpaBa - 3TO MpaBa Ha WHTENNeKTyanbHyl0 COBCTBEHHOCTb Ha MpoM3BeaeHUs
HayKu, nuTepaTypbl U UCKycCTBa. ABTOPCKME NpaBa BbICTYNAKT B Ka4yecTBe rapaHTum Toro,
YTO WHTEeNneKTyanbHbIN/TBOpYECKUA Tpya asTopa He OyadeT HanpacHbiM, OacT emy
crnpaBeanuBble BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTax CBOero Ttpyda, nonyynTb
N3BECTHOCTb M Npu3HaHune. H1kTo 6e3 pa3spelueHns aBTopa He MOXET BOCNPOU3BOAUTbL €ro
npovsBeneHue, pacnpoCcTpaHsThb, ny6nmyHo OEMOHCTPUpPOBaTh, npoaasaTb,
MMNOPTUPOBAaTb, MyCcKaTb B NPOKaT, NyONMYHO UCMOMHATL, NOKa3blBaTb/UCMNOMNHATL B adupe
nnu pasmellatb B HTepHeTe.



Mcnonb3oBaHve "nupaTckoro” nporpamMHOro obecrneyeHusi MOXeT MNPUBECTU K MHOMMM
puckam: OT NOoTepu AaHHbIX K TBOMM akkayHTaM A0 GrOKMpOBKM TBOEro YCTPOMCTBA, rae
yCTaHOBMeHa HeneranbHasd nporpamma. He ctouT Takke 3abbiBaTb, YTO CYLLECTBYHOT
neranbHble 1 BecnnaTHble NPOrpaMMbl, KOTOPbIE MOXXHO HanTN B CETH.

O noprane

CeTeBU4OK.pd - TBOW [MaBHbI COBETYMK B CeTW. 34eCb Tbl MOXelWb Y3HaTb O
6e3onacHOCTV B CETU MOHATHLIM U JOCTYMNHbLIM S3bIKOM, @ MPU BO3HUKHOBEHUW KPUTUYECKON
cuTyauumn obpatuTbCs 3a COBETOM. A Takke NPUHATb ydyacTue B KOHKypcax U CTaTb CaMbiM
LUMdPOBLIM rpaxxgaHnHom!



